JL/ L3 | FIND THE FAKES

ACTIVITY SHEET « FTC.GOV/YOUVILLE

Secure the Grounds

Explore the grounds. At each numbered site, read the scenario that
matches the site number.

Then, discuss the three questions below with your group. Each scenario has
four signs of a scam. Put a mark next to each one that applies.

» WHO is really sending me this message?
= WHAT do they want me to do?
» WHY are they asking me to do it?
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Name Date

Secure the Grounds

@ The Camp Store
You get a text message from a number you don't recognize. The text message
says, “Hello Youbie, your YoubieFashion package is waiting for you to update
your delivery preferences. Click the link to enter your address within 12 hours.
http://uhOh.NotYoubieFashion.” You haven't bought anything from
YoubieFashion recently.

D fake person D problem pressure D payment or
or company or prize toact personal information

@ The Mail Room

You get a text message from your best friend that says, “Hi Dear, | need your
address. Kindly click this link: http://Ent3rYOurAddr3ss.”

D fake person D problem pressure D payment or
or company or prize toact personal information

@ The Game Room

You're playing YoubieCreate, a popular world-building game, and another
player sends you a message with a link for free power-ups. When you click, it
takes you to a new site that asks you for your date of birth.

D fake person D problem pressure D payment or
or company or prize toact personal information

@ The Canoe Rental

You're on your tablet playing YoubieBoat, an ocean exploration game. You get a
pop-up offering you extra “fuel” to make it to the next island. You double click,
and it works! You got them, and you get there. But your parents tell you that their
credit card was charged, and they didn't give permission for these charges.

fake person D problem pressure D payment or
or company or prize to act personal information
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