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The Camp Store

You get a text message from a number you don’t recognize. The text message 
says, “Hello Youbie, your YoubieFashion package is waiting for you to update 
your delivery preferences. Click the link to enter your address within 12 hours. 
http://uhOh.NotYoubieFashion.” You haven’t bought anything from 
YoubieFashion recently.

Discussion:
• WHO is really sending me this message? I don’t know who is sending 

me the message. I think it’s a scammer because I haven’t bought anything 
from YoubieFashion recently.

• WHAT do they want me to do? They want me to click on a link and add 
my address.

• WHY are they asking me to do it? I don’t know why they want me to click 
on the link. Maybe the link will install malware on my device.
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The Mail Room

You get a text message from your best friend that says, “Hi Dear, I need your 
address. Kindly click this link: http://Ent3rY0urAddr3ss.”

Discussion:
• WHO is really sending me this message? I don’t know who is sending me 

the message. I think it’s a scammer because my best friend doesn’t usually 
call me “Dear.”

• WHAT do they want me to do? They want me to click on a link and add 
my address.

• WHY are they asking me to do it? I don’t know why they want me to click 
on the link. Maybe the link will install malware on my device.
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The Game Room

You’re playing YoubieCreate, a popular world-building game, and another 
player sends you a message with a link for free power-ups. When you click, it 
takes you to a new site that asks you for your date of birth. 

Discussion:
• WHO is really sending me this message? The other player is sending me 

the message.
• WHAT do they want me to do? They want me to enter my date of birth 

on a website I don’t know.
• WHY are they asking me to do it? I don’t know why they want me to add 

my date of birth. Maybe the other player is trying to get my information to 
get into my accounts.
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The Canoe Rental 

You’re on your tablet playing YoubieBoat, an ocean exploration game. You get a 
pop-up offering you extra “fuel” to make it to the next island. You double click, 
and it works! You got them, and you get there. But your parents tell you that their 
credit card was charged, and they didn’t give permission for these charges.

Discussion:
• WHO is really sending me this message?  I’m not sure who the pop-up is 

from. Maybe YoubieBoat or maybe another company.
• WHAT do they want me to do? They want me to click on a pop-up.
• WHY are they asking me to do it? They’re asking me to click on the pop-

up so they can charge my parents’ credit card.
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