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Name 	 Date

Who’s Phishing?
With your group, pick one card. For that card, work together 
to answer the three questions on this worksheet.

How would you feel if you saw a message 
like this?

If you saw a message like this, what would 
you �want to do?

Based on what you’ve learned, what would 
you actually do?

https://www.ftc.gov/youville
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Who’s Phishing? - Cards 1 & 2 Front
In your groups, take turns reading the message on each card 
out loud. Work together to answer the three questions on the 
back of each card.

W H O ’ S  P H I S H I N G ?

W H O ’ S  P H I S H I N G ?

An email says your video streaming service 
account is suspended. The email address 

is misspelled and the logo looks weird. The 
email tells you to click a link to update your 

payment information.

A pop-up on a game says, “HURRY! 
First 5 people who click the link will win 

a free tablet and stylus!”

https://www.ftc.gov/youville
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Who’s Phishing? - Cards 1 & 2 Back

W H O ’ S  P H I S H I N G ?

W H O ’ S  P H I S H I N G ?

Are there any signs that this message might be a scam? 

What information is it asking for?

What tactic is the scammer using?

  Fear		    Curiosity		    Excitement

Are there any signs that this message might be a scam? 

What information is it asking for?

What tactic is the scammer using?

  Fear		    Curiosity		    Excitement

https://www.ftc.gov/youville
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Who’s Phishing? - Cards 3 & 4 Front
In your groups, take turns reading the message on each card 
out loud. Work together to answer the three questions on the 
back of each card.

W H O ’ S  P H I S H I N G ?

W H O ’ S  P H I S H I N G ?

A quiz online asks you to answer three questions: 
What is the name of the first street you lived 

on? What is the name of your elementary 
school? What is the name of your first pet? 
The quiz tells you to pass it on to ten friends 

for a chance to win a free prize.

A private message in a world-building game offers 
you access to special game features to help you 

level up. All you need to do is click a link 
and pay using the credit card on file.

https://www.ftc.gov/youville
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Who’s Phishing? - Cards 3 & 4 Back

W H O ’ S  P H I S H I N G ?

W H O ’ S  P H I S H I N G ?

Are there any signs that this message might be a scam? 

What information is it asking for?

What tactic is the scammer using?

  Fear		    Curiosity		    Excitement

Are there any signs that this message might be a scam? 

What information is it asking for?

What tactic is the scammer using?

  Fear		    Curiosity		    Excitement

https://www.ftc.gov/youville
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